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(57)Abstract: 

PROBLEM TO BE SOLVED: To give informational logical 
security to an open network. 

SOLUTION: In a key generation system which provides 
both terminals that perform communication in a 
client/server network, etc., with a register which 
operates with 2u (u>4) adic number, and is provided with 
a mapping algorithm part that executes map of an 
integer space of the register (Is — > Is) to its own and 
generates an 'integer orbit' and a compressing and 
converting part which compresses and converts the 
'integer orbit' and creates a binary 'key stream', when 
inverse map that traces back a map algorithm to the 
past is attempted, not only 'n-bits entropy' occurs, but 
also 'informational logical security map algorithm' to 
which 'entropy* that accompanies compressive 
conversion is also added is mounted to n-times inverse 
map and is 'intentionally' embedded in the algorithm of 
cipher and decoding. 
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tC, 2u (u>4) JiftT»*HC-rS^^#-Sr«[*.. 

swn@#^?t (i s 
-> i s) zmnvx rs^cofLitj 5 ^fcr^ 
=*yXA»i, ^2uxi^co rs^cofLitj 
ur2xico rit^hy-Aj *£risi-3JEEJii£ife«i^ t 

^KDEntropy" ±IBJE«HE«Hcfl£ 
5 " Entropy" fc-tixKanfefc r«fftffijft|$lc^£/j^ 

{-i-sfcfttc. m^mr/u=fv xj±&M7£mm am 

) ^fi^-ST, KS««< c kO><OSES»L5I (ck 
K ck2, ck3, _ c k i ) Srft^iirfci:*^ K 

i Lfc*ffcft»*tta (cki, c k i + 

K , , ck i + j) *^J«S*T. r<D«#<D**«LiI 
S:£E*K*bfc rgr*hy-Aj £r!7-^g§(;i£i? <tv> 

: Secure Synchronous Protocol : S S Pj 

U 

flF#*©*a«<05fe^ttSrfHI*©ft^tt "Computatio 
nal Security" T?tt*<. o* D 

"Unconditional Security" <B[Hj]BlC»* SHrfcfc £ t 

[»**3] 8H»«< c kOSr** UTV^SME 



40 



1. 2«ISttco^Bf^^ > SVMcffi#£flfcBL,5 5 

(id) i: bT*^rurv^»««i< c ko>«r, 

JjJ:/nh=2/u (SSP) OTff-^-«}tbTV^^ 
^7^Ty h<0®HBtt< c k0.serv>lC«fcoTflHHfc; 
U K8MKat< c k0.serv>^ rftS<Dgt< s k i .ser 

v>j Lrffi*(z>^^>rr^ hicifl^-r^— ^ 

7^ h!&HftJ*LT^fc«#tt< c k0.clin>K J: 9 P D 

< Htria "ssp" coTTKnt-i-^— ^Sr«#ftur rft 

SSij < s k i .clin>SrSJtBiSi:v^5«#5J r«<z>fii 

£ £t-. l±ft3S«< s k n .serv>**!J»!flti: 

[^1] {sk (n+1) .serv. sk (n + 2) .ser 
sk (n + 3) .serw v } , 
— Jj? s ?<f7> b t>fta«< s k n .cllnXHO^t, 

I»2J {sk (n+1) .clin, sk (n + 2) . c li 
s k (n + 3) .cliru * } „ 

3] „ wkl.serw wk 2.serv, wk 3 .ser 
v, , , } 

{„ „ wk 1 .clin, wk 2 .clin, wk 3 .cli 
n. x v } 

/kl SrSSSKU 

: Authenticated Key Agreement Pro to col J HS« 

[fft*£4] »*rtP-g-*©*5|e»^35S "login" 

Htria l, 2^f5*co^/ e ei^^y p n h^/w (ssp) <n 



[*4] 

= < c k i .serv> = < c k i .clin> ; i =1—^^ 
— < c k0.serv> = < c k0.clin> ; 

= < c ko> ; m&m%&#Tz>, 

"login" 2S3S£-r5g^ *H*^i: fc— EffiffiUfc- so r;g£f1-£J r t Sr«p«4: bfc*|-*Bff-g-*Xtt, BtrIB 
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1, 2, 3«Btt<Z>«/*5#«Ti»fc1~ "One-Time Strea 
m Cipher" . m b < mffE 1 , 2. 3 qnB«0>*/*Kfl=«: 
mtc-f^ kZWmt bfc "One-Time Password" c 

\^$:±te-t3c~ y T^t^^f:^)^ fJiS 2 JSfBiK(£>3t 
44H»^Ph3^ (SSP) (^TT*mjf5 3^^ rfgfiE 

Kf— H:, rgBfcj ©fiS©WS«<ckO>S:ffl 

iEi«ia*©aK»««< c ko>© r^hy-^j 10 

<wk-c kO>tc«to"CRfi< c ko>S#«rliSN§-ft; 
U tt r««j S:Sf7 7>f /^CRYPTO (c kn : n=0, 
1,2,3,,) t Ltflt5-^ 

«u ^t>< r>- b g##^br^£^< c ko.ciin 
>^b^fiRufcstriai. 2«i5«<Dii^ h y — A<wk 

- c k0.clin> U^ ; g^-{t:^#^^$t^-CW t ^^,^^o 
WKl75S4*8B«©a**SB»#3Rtt, "login" B# 

u 

Rf— ±X-m^-yr4 ^ CRYPTO (c k n : n =0 
) Sr«-^ffcU SK^7-YT^K05B*«< c kO.ser 

SHI*., 

rttt^J: ttStg««i< c k0.serv>£A^ 

W\ 10" (n>=l) <®^^c(i2 n ffi (n>l) <Z> 
O* fi*fctt 2 B <B©*ff^foJ5fcS£i-S ( 1 o n <=io 

Is— »Is) 0 40 

[0 0 0 1] 

^ • -fe^^y T^-f — *fh3t*«J56^tt "Computational 

Security" icftff bTl^ccDK^bT, 

17 — ^^fl»affij&«)/^^tt "Unconditional Securit 

[0 0 0 2] ® fl|«a«ft»*«^*«±J*^^^^ 



[0 0 0 3] 

t^r^ y x^-Sr^/£bfc;W£jL;iT^£o »»Btf#^ 

[o o o 4] ffijfeji^y M7-^_bT% r©s««Srir 

<0± 5JCUT#*i-S^Sr*¥*bfcOdS. Diffe-Hellma 
[0 0 0 5] 51^ ±5i6ooSMft, ©£M^i? 

[0 0 0 6] ffilxJi. "challenge & Response" k^O 

ftHHJ— fi "challenge number" irV^spX 
£i£9ttU CixSrS*t8iofc^7>rT^ M* "passwo 
rd" ^5l*^lfc**— KK"^ riX^Response"e 

[0 0 0 7] M7 — ^±^26 

5><Oir^r^y^^-5r^bTV^J:5T*fc5o tot 
ffi«©;fttt5ttEK«i: b-CM\ One-Time password (0 
TP; RFCfcTOTP£#£;ftTV^) dSJ>5 0 JBt&Wu ^ 

msciSR&ttTv^^-c, ffiStgu-ttiRj^v^ rsa 

S^^4^cft#bTv^5C^:Sr^i^T^4/j^fe*v^ 0 
[0 0 0 8] 

^> ; wixji^ ^Computational Securi tyj t "3"^>tl/TV^ 

So 

[0009] ^<o*:0#<e=i>tfa 
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— *"C«*>5 itSRD, £t£^fc5r tasfftESftT 

10 0 10] fc5— oBofcCtli, WfS 10 

[0 0 11] SfeK. hI7-^TM£;L3£rL 
^ftS-fe^ay^^Sr^a-CS-SBt-^SEflfW:, ifA/fc* 

[0 0 12] ^otoi; 5^-as^AI/clt^S*^ 20 
ftoT-fer^^y^^ — SrfS•oi:l^5S«^|t^i, ^ 

[ 0 0 1 3 ] Gi lbert VernumtC £ o T 1 9 1 7 ^tC^S 
SHfci:^ 5 One-Time PadfS. ^Mt-LT. J^o 

£ 0 -t^r^y r^ii, m<Dmmkm<D*gmi \cmir 
; mis, m&mm-tz><D\^mmm&&L 

SUJCge^&iiffiKSr^Slii-S i: o T # y T"C 
[0 0 14] t£oT. #^BB0>fe^*RrtE£ U gicolfi 

<^3lfflfbfc«;h/T3 O^fttC. C.E.Shannon (Si) t£<fc 

h!7 — TComputational Se 
curityj ir^5tB*t« S^ttKttff bTV^5<0lC*t L 

«3SlftWU:££-T?S>5j i:i&\ ^conditional Securi so 



tyj "Cfc5i:«fcixTV^5o f&^fv^^ttill 

[0015] |bpw?:Hx.(^ :7V* y h !7 — ^ "C* 

"Unconditionally Secure" *fflP#»{C«#i-^< £ "Cfc 

[0 0 16] U^U r^«©S^Pt-§-», 0!l;tff 
K One-Time Pad cipher" S:* y h !7 — ^ ^igfll b J: 9 
i-f-Si: (S3) . r^EiSir^tfaj £ 

[0 0 17] 

^^)7;P=fyXAi:Mt5o ffi3fc©aR£/*TA'=r 
yXAti "Computationally Secure" T^ott, * b 
T "Unconditionally Secure" fcaSc^JSfcffi-etefcVV 

[0 0 18] C<£) "Unconditionally Secure" &aft£ 

v\ sfetc^^aift^ofcaftftbft^fcst 

V^*4f^ai||Ht % "Unconditional Security" B8i" 

[0 0 19] 1) **^^fc<Dfflf*a»W^ft^*— * 

^^ttilli (Chaos Orbit) , **{crRld»oTf*— It 

irtt^Sfc) 2 n 0^q/fc^£r3EC5 (^^h-/i^^ 
^ietCfeif^) o rOnHlie^<fcO "Entropy" «r#jfc 

[0020] ^^--x^lLJlttSv^^c:3gtefe/j^v\ o^»9|^ 
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rn@a?^<fe^>Entropylin tTy bt?S>Sj ^£ 

« 0 co «f«a»e?i ftflRSttjK-r l t * ^ffe*> 

SrWfcLT "Unconditionally Secure" #<R£ricSMft£: 

mm-tZo ) 

Bf^&WES^V^frAW:* "Recipient" fflOt^fcSSffi 
(Df—^—^h. rifl^fctJlffloTj "Originator" ffl|0> 
^H^#^-r5f^H-efc^^^, nEia^ft© "Entrop 

£> r^#|i : unique — decipherbi 1 i ty J «!: LTW^ 

aSlfc»tCStfefta:SRS*» : Secret Key-EnhansedJ 

t^ttrtztm^ tar. ntr^hsfe 

f^*^*««*«t^Tv^5ia±<o^^•^^lLilfflS: rang 

Shannon. <©*affl|ftai^fe If tftWi" 5 *J*-x9tig. 

fflF#3R "Perfect SecrecyCryptosystem" l-SH-f^S^ 40 

SitLT, 1 9 90^#If 2-2 2 6 5 0 0 r^|| 
^SfSoSfSv-^^^^t/SfSilfafflLSIj <D*X 

[0 0 2 1 ] 4*0, Sr. Shannon W^gfC^U. # >- 
h~A*^*rJ*rr^dry XA£<|ff 4tiBttftft&£1£«: 

[0 0 2 2] ll^&WJb^^^&Sr r^7^-^«J^ 



«T/^=f yx^^fefe^asixsiiS: r^;*^ ; ch 

aotic keyj i:f 51^ s fc^ 0 
[0 0 2 3] ^IMT^f J: 5 KHSSE*-CW\ * 

U BBE& TftSSij mot riE^fe^^tri-^j 

iu fl£oTfta««r r#^r-f-5j mso-tu s^shs? 

m& r— @L)H£;i*v\j J: pi- r^^JMLTgfr 

[0 0 2 4] "One-Time Pad Cipher" £^ y M7 — ^ 

fzh(DXhZ> 0 nt\ HJBfHWtfi. 

<D ft^hS-A (keystream) ^ip^c ^ jfi^lcatfix 

[0 0 2 5] rcDilffXa h3/W_b<Z)[P3JJ!flJ»Sr 
jftPM^P h=3/u : Secure Synchronous Protocol : S 

spj as, miuiot rBBE#t<o«#^r-: a 

uthenticated Key AgreementJ ifi^^-Zfl^ • h!7 — 
*t**t*t(i<Cfe*V^ tV^5 "One-Time Pad Cipher" 

[0 0 2 6] 2) gi^^^A ; mmm&<Ds<y=i> 
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[0027] ua»u a^tta*o79^*/^«jst^ 
[0028] r©^7^^^*»*a»jcs^< T/W=^ 

#«Sfrh/tf*&fcV\> H$I¥8-1 0 8 0 5 8 r/SJH 10 

— 1 6 9 8 6 9 ra*^*Kjiat^a*^^^^Aafc 

t/fcrtf#ffl{S;fr5£j (j£2) ©a»^fi£j£»i, "Computa 
tionally Securefcfi»JB Mttif MIBi"*— iu# 
Jg5p8 — 3 3 8 5 8 3 rft»#| J£j <^SLt« 

[ o o 2 9 1 kt/h* y x-m** vv-ffrfc^o^^a 

JxdS "Chaotic Orbit" 

[0030] ffe^n r«ds*«*^mmi--5j c<h£M 

#T*t^ftfe^X^t#:3ffi"r^c ^-LS^S^ "Unco 
nationally Secure" ft«^^^attt, ? — 

i-Stt»SEJ6lcltt, ® " keystream " g BtBBBAS4|| 

v?^ — "Lorentz plot" 36S§Mt<5 (3gJS08#fig) * 30 
ifdS&So -:fr<bte TPerfect SecrecyJ Sr»«i--5± 

[0 0 3 1] ^^4«T-t^tt^ 0 

3) «^ h y— A ; »W!7 — ^« ; JifE^i^fifc^-X^A 

■era, Sftottittt&iiflr 1 o**-e*5W-*-:*\ £ 
[0032] ^«fgiSr i oa*a-e, Kjftr7-^gi£ 2 

«Lil GK) £r#5£LJ; 5 £ LT4>, g^&^fcf 40 

teas 2* ©^flo^as, #^**-eav^r< 



; *^*3fe«fa T2 2n *2'j tMo 
[0 0 3 3] rcDi5 3fc«aa»»(^^*17 — ^liSr 

rffi)^!7 — : Dynamic Work-keyJ 4fcfi "secure ke 

ystream" i:*flg-f 5 0 
[0 0 3 4] aKft^ja^^^A^iBflBJicOEntropytt 
r2 n+ i tfy M "CfcSo T$2 

itt, n = 64, i=12 8ii£St5i, -t0>f->f 
[0 0 3 5] 4 ) "One-Time Stream Cipher" ; 

/W*rWAi"5o ^ SiE!- "One-Time Stream Ci 

pher" kno ^ <t iCi-£ 0 
[0 0 3 6] ^ h y-APt-g-T*^, !7-^|t^ 

tc. £<D!7 — ^i^ (XOR) LBb 

[0 0 3 7] ^ "One-Time Stream Cipher" <D— OOCO 

"One-Time Use" tcPl fejft/C f^T"Cfe £ 0 £0>B£, 

^•Ate, 1) "Ct3£'<fcJ:5Jc®««S:^T*?«*"e 
Smb. SRIfi^p ha/V'fcf tiSr*»*-e«5 (tt 
ofcf>»T5) ; KBff#»tt TPerfect S 

ecrecyj LT^S ^ (S3) 0 

[0 0 3 8] SgJSU "One-Time Stream Ciphe 

r" -eta, £/£Ufc8MS«*r "One-Time use" — 

(a, l) *T?iB4M,fcJ:5fc:* »*K*^«r*3ffiH»l!i 
5fc£*8W«*rfflV^-C r^ftBUH^o hn/W : Secure 
Synchro—Protocol J ^*^fb. S: it 3B»flS«-e 

K±D —4) ^fa, TPerfect Secrecy J^H^ 

[0039] ^t&m&zcomm&mzm-tz : 
[«i] 
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in i ] 

Tpe r fee t sec recyj C0||g^g = =^±~f a h 3 Jb ; s ecu 
re synchro-plotocol 

>W«HSfeftfc:5fc£:ftJ£BSHB» : Secret Key-Extended 



»1# S 3 Mr ft Hx h'J-A : Secure Key Stream 



>iSKf^^Oli*#7 p P S 3 ;b : Au then i ica ted Key Agreement Protocol 



>"One-Time Sirean Cipher" 



^"Gne-Time Password" 



a) iT<0i^«ftlHSt5 

c) ftW7-^»Cfl 0^*^ : 0. 01X«T 

d) liW^-^KCiaffiH***^ : 0.01%&T 

30 

fc, ^iftTA'rfyXASraSliUR (i@) *fTS*-C. 

c k0><O*^-X«j«Lil (ckK ck2. c 
k3, , . . cki) §rf£feii:5£#fc N R^^Wtt 

[0 0 4 3] Sfefc r^{S#£jft/C^« i #B<D#;*- 

40 ^w«,ii«[< c k i >-rft^>ib rffi^g^^j srSojjHfi: 

£ Lfc«ffcft**^Wttil (cki, cki+K,, c 
k i + j) *:*j«S*-C. rcom^cDSS:ttiI^i£«S^ 

h : Secure Synchronous Protocol • S S Pj 
[0 0 4 4] K r^/^i^p h 33 /wj 

<£>:£:£:t£ "Computat ional Security" T?ti^C^» 
50 afeWJ^^tt "Unconditional Security" ©fKIStefft* 



[0 0 4 0] -5-©*m*S«:«T«a9 ; 
1. ^^Tyh/fw<-4yh7^ (fiTFC/ 
S*yH7-^) **-C»««rfT 5»*3JU5rK:» 2u 

(u>4) as»-c«*-r 5 ttvs?* 
<©**ffiiaji s <o^-4xg#-.(D^ (i s ->i s) 

[0 0 4 1] XT J»{£tt* *:<0^&T/i-=rV 

UTfi **n If y N ©Entropy" Dfcttfft < , _h|H 
BIME*te#5 " Entropy" fc-tttlcAnfrS r«^Ultt 
Bjm^ft^&T/W^yXAj #H^£;ft/r*i»K SEW 

[0 0 4 2] 2. IBSMWf**!*, »7/^!)XAI: 
i5l»©Dil©ftf©ttlfi "c kO" St HgggH&j 
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[0 0 4 5] 3. ffi*«< c kO>£#*LTV^li(rflB 
(ID) t LT**L,TV^ffi#«< c kO>£r, 

l^^S^&raffl^n h=i/U (S S P) ^Tt'f^-^ 
ftj^LV^^7^ry h(Z>»ffi«< c k0.serv>tCj:o 
TB»#{fcU K8MB«< c k0.serv><£> rftSKD«< s 
k i .serv>j t IT, flfe;£<^ 7>f T V HASH'S 

[0 0 4 6] ^©ft-i-r — #SrS*tStofc^7>TT^ h 

t>. ^^^^rr^ b^^UTv^^s«gi< c ko.ciin 

>tcj;?)rac< "SSP" ©TTS^r-^^S^L 
"C rfta«J < s k i .clin>&SttffiSJ:^5£iJlfiJ 

[0 0 4 7] ^ fbtC 1J— nfcmm< s k n .serv 
[0 0 4 8] 

[£6:5] { sk (n+1) .serv, sk (n + 2) .ser 

sk (n + 3) .serv, , . } , 
[0 0 4 9] -^^7-f7y hfcffcS«< s k n .clin 

[0 0 5 0] 

[«6] {sk (n+l) .clin. sk (n + 2) .cli 
n, s k (n + 3) .clin. . . } , 



[0051] r *t6i£aRfta«w*-t*t-PttttriEii^ 

[0 0 5 2] 

[|&7] { N % wk 1 .servs wk 2 .serv, wk3.ser 
v. . , } 

{, > wkl.clin, wk 2 .clin, wk 3 .cli 
n, . , } 

[0053] ztibtonmtemz:&&&&&7—?tm 

(1) ^7^7yh^bf-^-^fttlfU^ rj£K!7 

— < wk 3 .clin>£:BSa£1-So 

[0 0 5 4] (2) JfCfiTIB^JtiiSr-rSo 
[0 0 5 5] ^7><7> h(DI7 — ^®<wk 3 .clin 

> : f-/^J:^)7-^S<wk 3 .serv> 

(3) — h^Jt«»^frLV^ 
ri£K!7 — Srgfi^-r^o r<£>«Hltt:<wk 1 .ser 

v>Xf3:<w k 2 .serv> t> SM£ o T J; V \> 

(4) ^7>f T> h_bT*fi (3) «0>«SH£oTT!E© 

[0 0 5 6] (DV — ^^<wk 1 .serv> : ^ 

7^f7y h_L<£>!7 — ^|i<wk 1 .clin> 

(5) — &£JL#tf>ofcj&^tt\ Rffi*<^(^=v^ 

[0 0 5 7] (6) -gc&&tzi£&^ 
[0 0 5 8] 



= < s kn.serv> = < s k n .clin> 
= < c k i . serv > = <cki.clin> 
= <c k0.serv> = <ck0.clin> 

-- bbeist 



<wk3.serv> = <wk3.clin> 



[0 0 5 9] 



mmz. 

= < s k n > 

= ft: 

TO#^6«*SJt5 r»|Ef=t#(0«##^n h^yv : Au 
thenticated Key Agreement Protocol J Sr^lS'f"^^^: 



[0 0 6 0] 4. #*«f#*OS5|aU** "login " 

mmmm<n&i£temMJ p v h^/u (ssp) <dt 

[0 0 6 1] 
[»9] 

= < c k i .serv> = < c k i .clin> ; i = 
~ < c k0.serv> = <ck0.clin>; 

= < c ko> ; 8Pfctt«r**i-S, 
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[0062] %M0ki*\zmBL-tz>mmbtez><Dx% "i 0 
gin M tmsL-rzm^ &3m&th-mmm\*it&tis 

1 , 2 . 3«lH*^«fiESfl=Sr«Jfc-r "One-Time Stream 
Cipher" I^C<MIE1 . 2 . 3«fEi^*J«Sff 
^ £ £r#®5:£: Lfc "One-Time Password" 0 

[0 0 6 3] 5. Mo^7^r> b<Dm&m<o?T'< 

KSf^frir^ y tMT^6/c#)^ itu2Jgf5«<£>^:£ 10 
W/nFn/i, (SSP) cDT^Su3^^ rigfEft-t 

ffij <0#S0>«MBtt< c kO>SrM2«|E*©SRS*li 
<c k0>£O rgi^MJ— -*o <wk-ckO>(Cj;ot 
1S®< c kO>g#£fi!f-^>ft;U 
[0 0 6 4] R r«*j ^rPf^-^r-r/^CRYPTO (c k 
n : n =0,1.2,3,,) t LTflf^- Jj, Wfl2 1 7i^4 

T ^ h^S{S«pbTV^«i< c k0.cHn>J&>&£j5S;bfcJb 

h !)-A<wk-c k0.clin>U^«# J fk©^a 20 

*tt&<z> "login" &34^ f^7^ryh^@^hy 

CRYPTO (c k n : n =0 ) *r«#ft; U S^^T 
V h08Mfe«tt< c k0.serv>^i^— t L/c 

te. Kf— d«K»««<c k0.serv>S:A#Ufc« 

if-^- 30 

[0 0 6 5] 6. mrfSl^te^COii^^v-^^ACOL/v? 
— fi, 10 n (n>=l) <@£fcf3:2 n l@ (n> 

1) ©^fo^A-rs— -x?s>9. t<o-m 

hXl 0*m^fzte2*m<Dtf77b*ib>&&-TZ> (10 n < = 

io° ) — «u^^r— -t?s>9, £ £ 5 1- rAttfl 

^Fotxcot^ h y— AS=Bt-^xY<Dtr^ h y — 

= !7 — ^^gwkCOlf 5/ h V— ^S. 
Bit-length (X) = Bit-length (Y) = Bit-length (w k ) Eq. 1 

m^rXY = XOR + !7-^@wk) Eq. 2 

-^X^TC^^i-M-rtC^. mCV — ^iwkttto 40 [0 0 7 1] 

[iclll 

¥XX = XOR ( Rf#:*:Y + !7 — ^«wk ) Eq. 3 

[0072] rc-caa u*w*ttftt6ftv^tt, uss* 

gi^StEq. l&Eq. 2 i^!7 — k ^AoTV^^T' 

Eq. 3©a#^j«ftr5iv^5aH*H«"c**o *fB 

l»©a^f,fl,5i:, -««)^3pXXiflF-g-S:Yi:H: 



li, S-f i/^^-SriO n ii$:£;fcJ3:2 n iiifc<£>8 

£>5 ; (F : I s-» I s) o 

[0066] Si) C.E.Shannon. "Comunication theor 
y of secrecy systems" Bell Systems Technical Journ 
al. 28(1949) , 656-715. 
ft2) #IP¥8— 1 0 8 0 5 8 

#I¥8~ 1 6 9 8 6 9 

[18] /// [0 0 2 4] 
fI¥8-3 3 8 5 8 3 ra*«l0>*£*«fcj 
S3) Douglas R. Stinson "CRYPTOGRAPHY : Theory an 
d Practice" Theorem 2.4 

[0 0 6 7] 

[»MOSIl(S©»IBl 2, 3, 4. 5. 6 IB 

«^*fWBff#*tt. S5^«H4<C>35§i "Perfect Secrec 
y Cryptosystem" Srjftia Ufc 0 KffiF#*Sr r{£v^T 
h y — APg 1 -^^^^^ : One-Time Stream CipherJ 

[0 0 6 8] K ^^ttSr^"-^^ '*7h!7^ 

[0 0 6 9] 0- 1 t^T. * h y — Afff-^v^T 1 Af^ 

[0 0 7 0] 
[*10] 



[0 0 7 3] If^Sffe^/^gc^tt^il^-r^ i r 

^ttirtt, *#XYdS#*.6ixfc«F^^XX*r«lfir* 
©ttT*, t^3P«l^ "MOWS if J:5*U- 
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(10) 
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[0 0 7 4] r ©Sfe^lBterau &GDEq. 4«hEq. 5 tf* 

Prob. P | ffff#3tY) = Prob. 

Prob. C (W-^ZfcY | spSTX) = Prob. 

[0 0 7 6] t£ot\ ±fB*fl= r5jzjtXi:Pt#3:Yi:*s 
a^SEft-efcaj itt. -*«j*BB*BB«a:Eq. l I 2 

[0 0 7 7] L2>U !7 — ^JidSspjtXtSfifi: 

5*¥JtX. ir<Z>«t 5 4ffiF-g-XY^*tbTt>Eq. 2&J& 

*>*t5*6tf. BE^JtXtBt-i-XYiWL^^SttOi 
Eq. 4&Eq. SSrJftfc-fj t^O ^ t^Um^tlX^ 

[0 0 7 8] rco^M^. 4f<DJ:5^L.T— JKWft^ h 
y— ABj-g-^^A (Eq. l;5>e>Eq. 3) iC*«$*L*: 
£\ KT)«fcJ6-<5i:r5-efcSo 20 

[0079] il st*#hc, a^hy-APtt^ 
^y/y~—s<—*yyv—? (htc/s*!/M7- 

^) *if-CiifSS:fT5fi»*S*(c, 2u (u>4) itifc 
I s <0*r*Li#^<Z>^fe (I s -> I s) £H?TbTg£Sc 

**»*ti»£flE*§ae*LT 2 31 try hW© rgi^hy- 
Aj fc^i-SffiiBSftasiSrfli^fc^dt^^^AS: 

17 — ^JiwktiEfflt^UV^ ( The Entropy = "0" Bit 
2, 3. (c*g^-r6)(i£2) 0 

= f i (Sftii) 

<cki> = Fi « c k0>) 
[0 0 8 3] Fi : R^4fcr/P=r y XAft, 1/^^ 
— *Sf^5«E«^BB (Is) rt<Z>^"C<D|ic kK ck2, 
ck3, ..cki... ckn £*flfc*t?£/ifci--5fc: 

(o.oi%kt) xvr»»!7— ^«tcesffiH^ 

fcl^ <0.01%£TF) ^:V^5JBttS^^itlt"e#5*i»»BB« 

Dynamic wk (C k i + j ) = One-way 

One-way Compr : 2 u5t&35*6> 2ii^(D— ^[r]JESI^^ 
[0 0 8 6] R»fi«J!7 — ^«wk (Ck i + j ) f3\ *y so 



[0 0 7 5] 
I«l 2] 

P ffXX) Eq. 4 

C (W-^XY) Eq. 5 

h y-A^v^-xA^s^i-5#«a^o^r% 

Sr«#3S»fi?»!:ft^fttt;aiaH»« " Secret Key— Enhan 
sed " t^i-^^n 2tC^i~ 0 
[0 0 8 0] b y — ABf-g-i/^'rAtt, Mtt^ 

c ko>*^i[»ft^^*v^•T?±lB^i^fi8;^5 L 

AW^ym K8!«<l<ckO>4lD»ltti:tt 
c kO><Z>^;^65fLaI (ckU c k 2, ck 

3, , , ck i) &rEtbitz> 0 ^(DWim.^m^^->^y L 
Artfc r{R#j i #so^^^^®loI11< 

cki>Mffl^Uc?t7/^yXA^ Stic 
( j HI) 3gfr£ii\ *r^**^»«Lil (cki, c k 
i+U > , cki + j) fcSysfcU SKTXXttlit^X 
i**©!7 — ^«wkSr^-r5 ( j comt-^X/Vfe^X 
£**fc*5J:5fc:»»5) 0 0— 2 f\ c k 

i >^e>ax^ !7 — ^@wk^^5^> hn ttjEWfc: 
"0" tryh"C*>9, — *\ 84f«<ckO>iuM5xy 
h o tr— tt^flUc w i M ifyh-efcs. iSfcf-. £fr&^< 
c kO>^£>JLT. R8Mfc«< c k i >£: rffigRffiffi 
tuf-S— WLV — ^ttwkd>&Jl,5£K®«tt< c 

£(DT% R!7 — ^@wk^r Tlb^j!7 — ^ii : Dynamic wk 

(C k i + j ) J "secure keystream" £ LT# 

fl8i~<5o r*te>«*»*bT. "chaotic k 

eys" ibr#flRi-«*fr3SS*>*-*. 
A^r^I— 3 IZtfTo 
[0 0 8 1 ] mm— 3/S 7tt, &COEq. 6 iC^-f 
5 ; 

[0 0 8 2] 
[*1 3] 

Eq. 6 

[0 0 8 4] KB— 3/S 2/S 2/S 5/S 6 fi, »C 
OEq. 7Jd*f|£i- 5 : 
[0 0 8 5] 
[*1 4] 

Compr. F i + j (< c k0>) 

Eq . 7 



19 

®s<cko>o^ttii rmmm^m-$:±x& 
z>] o i = 1 2 8 1 L.x^m-fz>t^ hp 

"12 8+j" t^yhTfe^o r^^m^Sli. t^a 

[0087] mm— \/m— 2/m— 3\^£fhz>w& 

q. 7JC**ttfca*5l* r^^^SB^o h=2/n Secur 
e Synchro— Protocol J k tt#f,f5 0 KS^^I^SS 

^ttiS^^W-^SO^^ttoraH "Computational Se 

curity" ^*fe-f, «aa»»{j:s^*xfia*ii«j^ 

^£fcRfflH "Unconditional Security" t£'J§*-r5 0 * 

[0 0 8 8] ® KS±*l^«^ci h =i " Secure Sy 
nchro— Protocol :SSP " tV^5H«a*d s . 

© «*^<0 "chaotic keys w &mm u 

<3> ^©lfr&®< c kO>Sr«f«a»«j^5fc^*tt«» 

c k i >^&U r*t^e>»Wl7 — ^« wk 20 
(C k i + j ) "secure keystream" ^£.JE&"t~ <5 . fab 

[0 0 8 9] III . ^<D%±f£ffiM7'v h^/l- (S S P) 
^°7^AlcLt, 8MB«Sr^J:5t-bT "One-Ti 
me w K-fZ>fak^5*a\z.*>z>z <tlc/££^ -e<£>ifu4§ 

netH£r>— ^>*J m— 6 tt-tOttJfi^Sr^-To SS 

So 

[0 0 9 0] *<D#ritSlfl=ttH— 2(c*-rj;5»^ »* 
«< c kO>Sr#*LTV^5W*Sl, 2|B*0^hy 
— AHt-^x^-Mi, C/S £ fc#*LTV^Sffi«< 
ckO>$:, 5VM^f^t5 5 5 I D = 

rft*H-*j o 40 
[0 0 9 1 ] ^rc?^ft^> . 0—4. m— 5 M^i* J: 5 

itffi < s k n . serv >££j*U ^litSrlJ— 
L-Cl^aHSM^: c kO.servXO TftS^J k L*C, 19 
IH2«<D^*|^ffl^ , n h=2/^i:KaW8«< c kO.serv 

< s k n .serv> = < s k n .clin 
[0 0 9 9] %£m. «Sr*tt5J:5^45o-e, 



WKJ^Fl 0-285154 

20 

t> «fc ^ ; rftsgij tt— t -t<z>«B 

[0 0 9 2] EiH(D«^S:H— 6 1 — ffi««D B 

fab 7— B»-g-ftS*Lfc "skn" ^T*(C^^- 0 1 — ffiJfe 
«DB^e>»a"T53. — If— c k0.serv>£ 

^5#* r*XtCJ3 "Passnet" k % tttt b fotzs<* !7 - 
K*«5» "Passnet" tt, ^-If-asjfcW-f * * 7*>f 
T (H— 6 — 9 fC^i~) if— 0>8H6«< c kO. 

So 

[0 0 9 3] R "Passet" <t 14, if© «fc 5 57— K 

j54B6t8 (ftfe^-lf-^l**-*-*^^ rtcifoj; 

^LTV>fc@«®< c k0.clin><tfjf3fc>ll I~gc 

±t^mm^^ v^/v cs s p) j tci y) m^<m^'f 

— ^Sr«-^ffc:brft3g«< skn .clin>S:af*Bl5o 
[0 0 9 4] ffl.u roas-ctt r-^— 36S«J*i-5 

s®s®j ktemis^ktembft\<^<Dx\ tu^^<ck 

0.serv>^#^< c k0.clin> tfE-^UTES'JUTV^ 
(H— 4-f(4<S k ?>t$aLW5) o 
[0 0 9 5] S**itt***i^Tv^s— »© I D 

tSTfc^Jt-CJ4. **L;55«iM-5 "One-Time Passwor 

[0 0 9 6] ^oT. r^«F^T?tt8HB«i. ftaitfcfc 

< s k n .serv>* 7— Bf-i*<fc*tt*fta«. 
< s k n .clin>* 1 2—m.^ikZtltzftmmk 

[0097] ^<D£otm$Mfr<D^x\^ mmm&m 

[0 0 9 8] 
[S15] 

> = <skn>: Eq.8 

[0 10 0] IV.ttEq. 8l:tlt5f^^ rgicoi^ 
SBE^Pha/H t*W-J-. KTOi- 7 i8- 4tc 
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"insecure^ JfcS^fc. ftb 9 HI— 7 — 
/^±Oftl® l 5 < s k n .serv>Sr*Offlffl[.i: Ufc# 
*-*tt«Lit 1 6 — 

[0101] 

[»16] { sk (n+1) .serv, sk (n + 2) s 
erv. sk (n + 3) .serv, „ . } 

[0 10 2] *r£jS;U -jjf7-{T>h±<Dttmmi 
7<skn.clin>lwt^fc, **LS:|0J5§ffi£ Lfc# 
^«I«Lil»?IJl 8 — 

[0103] 

[S17] {sk (n+1) .clin. sk (n + 2) .cl 
in. sk (n + 3) .clin. . . } 

[0104] sr£j*u ^ftbx^xmm^&i&mm 

[0 10 5] 

IK 18 1 C , wk 1 .clin, wk 2.clin, wk3.c 

lin. . , ) ; m— 7 — 2 2/2 3/2 4 
[0 10 6] 

[Scl 9] ( s „ wk 1 .serv, wk 2 .serv, wk3.s 

erv. . . ) ; m—7—1 9/20/21 

[0107] -nt>y-?m^m ^mmm^mc^± 

3Bl7-^«S:*0»!BiE^ffi5»^ i-6T1i "Passne 
t" £B?U\ mn<D "Password" fcEffJLfco &&<DZf 



[0 10 8] -j-ft 

(1) Jr^JTZshfribD"-^ Afc^rU^ Tffi5g7 

— ?m\ <wk 3 .clin>^gai^-r^— 2 5 D 

[0109] ( 2 ) —;<-±Xte 2 6 — TIE© JtifcSr 
LT— SL-TV^jxfi r^^T^h^BSEj £t?t5 : ^ 
J^T^ hcO!7 — ^g|<wk 3 .clin> : (OP 
-^lt<wk 3 .serv>f— /^^7-f7y hcoBtiE 

^ 7^r> iili-r^^^ IS^TCP/IP^p 

h 3 /W«H£ "insecure" £ ft 5 <D\^m bfrXfo 

(3) ^^6>^7^r>- h^t> riMg!7— «: 

IBi£i-£ 0 ^^gi(Cfiffi5i!7-^|iT*fctttf<wk 1 .s 
erv>Xfii:<wk 2 .serv> if *b ^ftoti ct V\ 

[0 110] m— S/2X\^ <wk 1 .serv>&^o 
TV*5 — 2 1 0 

[0 111] (4) ?7<<Tl/y±.X\-£—2e<DttM$: 

vxyvD^hzmm-rz • 
^>f^-ca«*-a}»fi-s— 2 7 D 

[0 112] r^e^lRl^BE^n h^/i^f^ 
[0 113] 
[f2 0] 



— ^iO- & : <wk3.serv> = <wk3.clin> 
— < s kn.serv> = < s k n xlin> 
= < c k i .serv> = < c k i .clin> 



[0 1 14] tLt, l^tdfu^OE q. 



= <ck0.serv> = <ck0.clin> 
= BIE^T (H— 4^7jk~f) 
8 [0 115] 

1&2 1] 

= s k n : fta«Sr*^5 ; 



E q . 9 



[0 116]ftfc rgi^^^lHig^n h^;uj r<B» 



(ssp) tc*r<ii**©*fuv^*«r#i5 0 rat 

x=t hziju : Authenticated Key Agreement Protocol ( A 

kap ) j t b"C#fl8-T5 ; 

[0117] 

1%C2 2] AKAP = SSTP + SSAP 
SSTP : Secure Synchro -Transfer Protocol 



E q. 8 

SSAP * Secure Synchro- Authentication Protocol 
40 [0 118] KBE##«*^T^n ha/W*«*£>Bft 
fcj£;HU*5o ^ftSr-tf— ^-oaAt?#A5J:, ft* 
tcMV^iXfc#m^{ix.fc : key serverj 

[0 119] V. "One-Time Password" ; 

<Dv—?m\zWT&&&*mm#m (ssp) tttrf, 

[0 12 0] 

[15c2 3] Eq. 8/Eq. 9 = -t<Z><&G>SS!l!7 — ^ 

mm&&^-f%. E q. 10 

[0 12 1] tia«pjC^m't"So tt r^r^ftfe coffin !7 — 

so ^gtj — Eq. l l fc#iur?fcsr. hlcmBTZk^ 



(13) 
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gij T?*>s«*tT?*<, ^^-rr^h^f— ^ «io 

3fiI7 — "One-Time" t&S^tlilB&^fcSo 
— "One-Time Password" 

<wkO> <r- <wk2> 
[0 12 4] Rl7 — >7«<wk 2 >d5JJc|HH£fett^ "Pa ic 
ssnet^&^o 

[0 12 5] ^/u*fB**^o "One-Time Pas 

sword" 2*J*fi:-r5<£>tt\ fltrlSOBBE^S«i**"^i3 h 
=2/MZ>*3|g-efc5 : g|— 8/#ME— 1 K^ttS^*? 1 

^ "login&HJSbT "One-Time" #lfEffl#E 
5 ; *login*>f ^ h_tT*iSMbT^||gb "One 

-Time" CO "Passnet€rt&fE~f~£> i (http * //www. met 
eora.amadagp.co.jp/) 0 
[0126] VI . "One-Time" COir y is 3 V«»yU ; r 2C 

f^d^S : E q. 8ct^ 
[0 12 7] 

[16:2 5] < s kn.serv> = <skn.clin> = s 
k n : n — 0^ i 

[0128] nttttitgf*5i«S"efcs^e>. 

*HSrSE9H-5* ft^^fiti-S^— ^"CfcS : "Non-re 
pudiality in Electric Commerce© 30 

[0129]© m?7^7>-h - 
^ttHaB^n (SSP) ^LX "One-Time" CO 

Sfil^SrSI— 5^-r o K "One-Time" <CHr y V 3 >ft 

i&mm&m?)— a =<cki .serv> 

— < c k0.serv> 

= < c ko> ; m%m*&#-tz> 

[0 13 4] &m$kflrfcWi&TZ>o wCO^ft, TTCP 
/I Ptei*<D—mi&tj:7x3 h^/^Ltfcj . f&SEtt 40 
5 r * K ± 9 . r^fcr/u=f yXi.^) 

fc, ^fAfe "fail-safe" iCKff tti#E£ r i 4:^* 
1~5o [0136] 

[0135] tot, "login" -r&m^ $£mm&m 1&2 7] 

< c k0> <- < c k 1 > 
[0 13 7] R3e#r<Z>*>f 5 ^f*. fltTJfcH— 7 — 2 8 
/2 9CO "PassnetOHgf&LSI^C T?fc5 0 ^<D«ft 
^JW/jC^a h 3 Sr "One-Time" J 



Sr. wk2 "Passnet^MSfffiS ; H— 7 — 2 8/2 9 

[0 12 2] m— 6 — 9£>7*>f *^M^£;h,5 "Passne 
tirtt, ?U^cO < *login^ftfcttfc<wk 0 >T?fc5 ; r 
fh^m— 7 — 2 8/2 9T% j&fL^iMS!7 — ^i<wk 
2 >i:Att#x.5 : 
[0 12 3] 
[»24] 

E q . 11 

-5 : (http : //www .meteora. amadagp.co.jp/ 

>f (a) ^ftfeco^^-^rr^ h (b) td*a^-fey>3 

R«U— ^S:^**V^-et, ^7^f7V b (A) — 
(B) "One-Time" COir y a ^«*9JSr rfi^A/^ 
**-T^o rcor^y ^— ^3 V'ttaSW "Ke 
rberos" ft £:*(CJL f>MV^t^^- if— fc-5-;t5o 
[0130] © /<— . ir y 3 >-®, K-fe y v- 

3V«A»e>f£ofc "Passnetftif^ "One-Time" CO^v^ 

[0131] r*tfe*ff«jfti6ffl*«^iB^ri, ^HE# 

#ii#fc^ (akap) (DM±mmx*3bz><Dx\ ^p&lis*^ 

[0 13 2] VII. "One-Time Stream Cipher" ; S^ft 
[^^^Ph^/u (SSP) ^-<-^(c:ufc r^l|E##^ 

^ a co tf 1 <z? 

[0 13 3] 
[*26] 

< c k i.clin> ; i =1— ffiSt 

< c k0.clin> ; 

E q. 9 

t icftofco w.$mm%m<o— o< c k 1 > 0—2 ^ 

tt, -eco^^hnt 0 — d5 "i- 1" fcTyh-C 
fc^^OT% ^n<0@^gi< c kO>co^ic1t^3Sf^KJlcgc 

*5 : 



E q. 12 

[0 1 3 8] VIII. ttffffitail^— ; ^^5/ 
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h9-?x*\^ -m^m^^mmx^ %mm (truste 

d authority:TA) £ tz.{$W$WM (certificate author 
ity:CA) iiKStttV^o ^.-If <D&fr%UW bfc 

£ rcOTA. CAr^r "x-^«6£:^*i3" ^x 

[0139] o*9»*a«<o*-ti-t^afflsraa< 

[0140] f»*qi5<o»Ktt. «coilffl«a^BBUT 

dm^issp) ^ttu3^ mutt^m^i 

fU, 2«E«oaRffi«ll<cko>© r«^hy- 

Aj <wk-c kO>f£j:o-rRtt< c k0> @ 

fk"f-5o t£oT, K r«»j ttrtF#7r-f /t'CRYPTO (c 

kn : n =0,1.2,3.,) ^LTfl^tl^-^ Kir— 

[0141] BE«#ftO^aSrfipoTV^05tt^ 7>f7 

c k0.clin>^e>^Ufci: ZiZ><DMl . 2 JgSB 30 
ML<D rgi^hy— Aj , <wk-c k0.clin>L^M 

i7iM4«(©»f*BS-g-»m}c<o "login" ?7 '4 
TV hcomm* hy— A<wk-c kclin>£:1r— 
tcBESlU Sir— ±-eH#77^^ CRYPTO (c k 
n : n=0 ) Sr«#fbU 7^ T V h <Z>ffi««< 

c k0.serv>£r1r— i Lfc rg^STA-^ 

y xaj sr*»-rs : 

(1) WMBEWP (12—6 — 1, 9-*i) tciS^T. 
"passnet£>j£tt i #tc JifEli^ M)-A<wk-ck 40 

0.clin>Sr^#-t-5 o 

(2) m*V—s<-\^ mm%m< c k0.serv>&A^1r 

[0142] c^-e. m^t&sWKOK c ko>tm^-it 

'&(D&%m< c k0.serv>fctt&TLfc«L< *V^i 

[0 14 3] rr.d»6i*. 5te<oin— ft3a«<o*^iaiffl 

[»IiEtt£«**j *r*b-Cll(rlE175S4«lE«©»# so 



[0 14 4] -^£5^ m#>xmmteT/u^v 

[0 14 5] IX.:7 7^*^#»#«aS 
»3ft«lXt*6fE*0|^tfcS';*^ Ate, ^yh^l 

^^o 0 * <353I6* SrBI— 10, 0-1 1 t-^-To 

— <o*fifc ; 1 0 0 0fi: 1 o 3 , 
A*t«^^*-<0«t* ; 1 0 0 0i: 10\ 
-«w^**-±<©«*Hu 103^ "fit" k-f%o 
[0 14 6] feleWJgU'^^- icj; 19. 

*>S»4> [0. 1] # "discrete* 1 0 0 0{@tD$^E 

w^5>*tfe^ ^^»W*^icioooi©» 

KMt-»*t 5 9 d i 2* pTiB k * 

PS] £ "discrete* S Bffi©?gT/>=fy XAt?ftx. 5 «t 
5tc*s 0 :^77^^/^ft«0 "0.6 3" 
frh "0.63+1.0" t-_t^£ (KaiftttffilcBiS, 

xte^cDm^&nM&L h— 1 0, m-i it^i 

fc) o 1 0 co^n yhfc 1 5 0 0 ESffitO^iSE 

fed*t?fc$o f^^Ft-^ i-llfl Wi$tm$S<D&<Dtfi<D 

tttB - 1 1 ©/n 7 h©i 5 4iftS:^t (mm~f 
5) 0 ^©aJttt^ny hH- 1 1 ift^i Lfc^ 

pyMa-iootufctstriit a*i**-^xny 

h# "Lorentz plot" ffiMctBa-TSo — J^Utl-jL;! 

(Ei- 11) t fc»<Da»Bttaas£<D 

±5* "Lorentz plot" i:LtSil^W ^ ^(^^^(D 

- (ct^o^f 1 ^ y?*&m m—i 0) ^#slt 
fc^-cfos ; — aiasi^aA.ss.ft oa-i 1) tt<D 

*«^fc5ffii« (B-10) ^i/^^ayffc 
[0 14 7] W*3S6K««>79^*A'ftai[»«3fii* 

^»^«r^=?yxAj6s, ***mmg.*$L-tt^o 

VtUmMib B-lO&B-lia^ Si^ h 

y-A(DgBffiH^o.01%«T. l/0^yhcDOI9t> 
0.01%«T^Vn5^-^^^TV^ o 
[0 14 8] 

HfiM^a*] »«©JI*©»«K1&V^-C, "One-Time 
Stream Cipher" Sr^"— • * s> h !7 — ^(O^^^S 
ttBff#S "Perfect Secrecy Cryptosystem" k UT^^h 
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[0 14 9] fig*, "one-time pad cipher" fc^^rF 

— iS/8tH*fci&»ofc 0 "One-Time Stream Cipher" 

tt. — ottfflffliailW^^ftli^^^^^ "Secure 
Key Stream" irfflf^aifcWfc^JiRIJH^o h^/P "S 
ecure Synchro— Protocol" T?fc5 0 -^Jht^^tbT 

"authenticated key agreement protocol" ~C&><5o ^ 10 
" One-Time Pad Cipher" Idi&gtffco jfc: — :> 

h±"C- "One-Time Pad cipher* US'?" £ t "0 
ne-Time Padcipher 1 H^fcSc^ttSrflFtfTl^ 5 rfgfE 

O^c^te "Computational Security" "CfcS^feo 

^ UV^ ; *:tl&X b V — ARf-g-^UC^ U "One-Ti 
me Stream cipher" k£T tftl<DX~foZ>o 

[0151] :©8^&wt, BEft#«*^r^o 

ffl0#:3&SS!SJI80> "One-TimePassword" SriJ— If*?- 
5 0 IC<, wwwf-/^}^gftL(l Iwwwf 
— te, ®f&fE^iE "One-Time Password" SMlx.. 
©>f ^ h^^y h^DB&Bt-g-DBlCfifeb, *<OI#-&i so 



h-Srv— J*ux\zffi&*i-%m L^*-— h!7-^ 
SrlUfr?-*,, 

[0 15 2] ^TK&»SE#©T 

<75 J: 5 ^^Ay/c^^SI^Pt-^^ k 5 li 

[HfficolBtf^RW] 

[mil * h v-j±^<D±&zmwTz>mwmx~fo 

[HI 5] On e— t i met^yVa :HBS¥S:R93i~5 

[HI 6] ^fflBIEv'— ^^^SrRMi-SRMBI-efcSo 
[0 7] Sffv— 4r^S:RMi-*RMHT?*>*o 

[si 8] tftaEiSrRMi-sRMia-efcSo 

[BI9] «HE2SrRWi-5RWBI"C*>5c 

[BIO] n^^^^ftiR^RKigt^fcSo 

[IH1 1] **K^ctSiS3»Je*SrRMi-5RWS|-efc 

<5o 

S k o ir 5/ v- a 
Wk !7 — 
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[01] 
Stream Cipher 



Server 



Client 



Xv~tZ — i? ► <XOR> 

Plaintex : X 

7 — ^ wk 



(Ciphertext : Y) ><XOR> 



Plaintex : X 



Dynamic 



Work Key 



Dynamic "\ ^ork Key 



<mmmm> 



<&ft<Dmm.> The Entropy - "0" Bit <«Eft©ttiB> t 



Input 

Secret Key < C k 0 > 



Input 

<C k 0 > Secret Key 



FIXED 



[El 0] 
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[02] 

< Secret Key JEnhansed and Unconditionally-Secure Stream Cipher System > 



Server 



Client 



Plaintext : X <XOR> 



( Ciphertext : Y ) ► <XOR> Plaintext : X 



Dynamic wk (Ck|.j) 



Dynamic wk ( C k f + i ) 



<H^Ot>ljS> The Entropy = "0" Bit <*»<B*>lxi> 



C k , : tt&mmK 



( Secret Key- Enhansed) 
<Ck ,> =< Ck ,> 
<C k i> <C k ,> 

Ck,_, Cki_, 
C k j_ 2 C k j_ 2 



tttimmtt ■. c k , 



<s«©m> 



The Entropy = " i " Bit 



<m&<Dm>M.> 



C k 2 
Ck, 
<Ck 0 > 

Secret Key : C k 0 



" C k 2 
- Ckj 
<C k 0 > 

Secret Key : C k 0 



Dynamic Wk (Ck ltJ ) : < C k , >&®Mm£ l/Tfffcfc4flE L1tm$t<D®lj& 

ZCk i.jSrEESI^L/ztd^cDti-y HJ-A 
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[H13] 



S 1 



cko / u mmm" < C ko> 



S7; (S2 + S 3) * i Eieff-rs. 



ckl,ck2 cki ^flftTTS 



S 8 



cki+i=F(cki) 



2 

cki+j 



— S 5 

cki,ckd + i .cki+j £>JB&^& 
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[04] 



< Secure Synchro-Transfer Protocol For Agent Key and 

Secure Synchro-Authentication Protocol by Agent Key > 
Server Client 
Sk : Temporarily Generated Agent Key v Transfered Agent Key : Sk ? 

ftffi^ : Sk <XOR> ► (Enciphered Key) * <XOR> fta^ : Sk ? 

< Sk > =? < Sk?>* 



Dynamic Wk (Ck i+1 ) 



Dynamic Wk (Ck,., ?) 



<W$LC)ft&> The Entropy = V Bit /<B*Oftii> 



Secret Key-Enhansed Secret Key Enhansed 

tizmysm : c k , mm' %m&®m c k , ? 

<Ck,> =?'< Ck ( > 
<Ck ; > -v <Ck t > 
C k j — i \ C k s _, 
C k , — 2 C k j 2 



The Entropy — " i ' Bit 



Ck 2 
<Ck c > 

mm 

Secret Key : C k 0 



" Ck 2 
• Ck, 
<Ck s > 



Ck, 


= C k , ' 


then. 




C k 


,= Ck : 



= 9 



Secret Key : C 3c 0 ? 



m 

< Sk. serv > = < Sk- clin>, then <Ck serv> s < Ck,. clin> 

<Ck L . serv> = <Ckp clin> 
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[05] 

"One-Time" V is 3 >WM 
<C one-time session keys > 



Server 

Plaintext : X 

W-^t : X <XOR> 



~* (Ciphertext : Y) 



Client 

Plaintext : X 
-*<XOR> 5pX : X 



Dynamic Wk ( S k , ) 



Dynamic Wk ( S k , ) * 



session keys_enhansed 

Ski = Ski 
Ski_! S k 

S k j 2 S k j — 2 

' L One-Time One-Time 



The Entropy = 0 Bit 



session keys 



S k 2 
S k t 



t">'>9>« <Sk 0 > 



S k 2 

S k i ^cssion keys 
<Sk 0 > -fey^3>i 



ft) 

DynamicWk C S k ,) : (Sk,, 1=1), (Sk,. i=2), (Sk,, i = i) 
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User -ID, 
Pasanet 



. 1 



,4 



jcko 



cki.cka 

... . Cki 



Sk(n| J 



CXI 

— 1 
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Cki 



-Sk(n)" 



One -Time Password 



User© 
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■Bk(n)' 



.11 
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TJser© 



[3 



13 



-7- 
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■A 



12 



1 14 
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[0 7] 



<sku.8erv> 



Sk[n+3) 



sMn+2) 



_r 



PMn+2) © 



/ 
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1 Server^ 
VX2 (Fasanet) , 

one-TliM stream cipher 
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16 
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Wkl (Passnet) gETy-W^ 



<akn. clin> 17 

^ ^ 

Bk(n+1) j 
Sk(n+2) I 
3k(n+3) 



ic 3c* ft 
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, I Pae&aet 
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£frftv> 



25 

, i ^27 

Error jft^ 
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[ aagT ) 
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WM e (Pasenet) , 

cJcli 
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L i 
User© 
Kk2i (Pasenet) 
Cklt 

Doe -Time stream cLpher 
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[011] 




5QOO 1OOC0 



(54) mm(D%m ^^m^-^^m^^m^^^T^ mmn^m^y^ h^/K "on e -t i me 

Stream Cipher" N "One— Time passwored" ^t/iflT/^ 



